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1 Introduction

This document describes the DFU (Device Firmware Update) functionality in Bluetooth
low energy Application Embedded Module.

2 Overview

2.1 About DFU

The Bluetooth low energy Application Embedded Module has a DFU function. This DFU
function can upgrade the firmware in the module to a newer version, or downgrade to an
older version via UART or OTA (Over The Air).

The following is a list of modules covered in this user manual.

Table : Module list

Module Chip

EB2840MA2 nRF52840
EJ2840MA2 nRF52840
EC2820MA2 nRF52820
ES2820MA2 NnRF52820

In addition, since this DFU function supports encryption, it is only applicable with our
Bluetooth low energy Application Embedded Module. Please note that the application is
not able to write to our Bluetooth low energy Basic Module.
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2.2 Preparation of DFU

2.2.1Tools
The DFU of the Bluetooth low energy Application Embedded Module uses the following
software and tools.

- nrfutil

*nRF Connect for Desktop/nRF Connect for Mobile

2.2.2 Download
In order to perform DFU, it is necessary to download the zip file of the firmware version
you wish to write from the detailed page of each module on our official website in advance.

The links to the detailed pages of each module are as follows.

EB2840MA2: EB2840MA2 _Bluetooth® | KAGA FEI @

-

EJ2840MA2: EJ2840MA2 _ Bluetooth® | KAGA FEI V

EC2820MAZ2: EC2820MA2  Bluetooth® | KAGA FEI

ES2820MA2: ES2820MA2 _ Bluetooth® | KAGA FE ‘/

Note : This DFU allows you to upgrade/downgrade the firmware version.

Please confirm the version information before performing DFU.
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3 About EB2840MA2/ EJ2840MA2

3.1 DFU Operation
The EB2840MA2/ EJ2840MA2 DFU writes firmware in the Dual Bank.

During the Dual Bank update, existing applications are stored until the new firmware is
activated. If the firmware update process fails, the existing applications can still be started
by restarting the module.

For more information about Dual Bank, please refer to the following Nordic InfoCenter.

URL :
https://infocenter.nordicsemi.com/topic/sdk nrf5 v17.1.0/lib bootloader dfu banks.html

3.2 How to switch to DFU Mode

Normally, the Bluetooth low energy Application Embedded Module starts the application,
but can be start the DFU mode by resetting the module with the DFU Pin in the low state.
No startup event is output when the module is into DFU mode.

When booted in DFU mode, the device name used for advertising is "KFSAB-DFU".

O
] N

NOT BONDED 4d-71dBm € 8ms

Figure: Example of displaying device name

After the firmware update is complete, make sure the DFU pin is released before resetting
to prevent the device from entering DFU mode again. The DFU Pin of each Bluetooth low
energy Application Embedded Module is as follows.

Module DFU Pin

EB2840MA2 P0.16
EJ2840MA2 P0.29
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4  About EC2820MA2/ ES2820MA2

4.1 DFU Operation

The EC2820MA2/ ES2820MA2 DFU perform firmware writing with the Single Bank.
During a Single Bank update, the existing application area is deleted and then the new
firmware is written. Therefore, if an error occurs during the writing process, the module
will automatically start in DFU mode because the valid applications in the module will be
deleted.

After starting DFU mode, DFU can be performed again.

For more information about Single Bank, please refer to the following Nordic InfoCenter.

URL :
https://infocenter.nordicsemi.com/topic/sdk nrf5 v17.1.0/lib bootloader dfu banks.html

Also, the DFU of the EC2820MA2/ES2820MA2 can only rewrite the softdevice via UART.
In this case, the softdevice is written after the existing application area is deleted, so
automatically starts in DFU mode if an error occurs during a write or after a write
completes.

After rewriting the softdevice, be sure to rewrite the application.
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4.2 How to switch to DFU Mode

Normally, the Bluetooth low energy Application Embedded Module starts the application,
but can be start the DFU mode by resetting the module with the DFU Pin in the low state.
No startup event is output when the module is into DFU mode.

When booted in DFU mode, the device name used for advertising is "KFSAB-DFU".

O
o :

NOT BONDED 4d-71dBm ©8ms

Figure: Example of displaying device name

After the firmware update is complete, make sure the DFU pin is released before resetting
to prevent the device from entering DFU mode again. The DFU Pin of each Bluetooth low
energy Application Embedded Module is as follows.

Module DFU Pin
EC2820MA2 P0.14
ES2820MA?2 P0.14

In addition, when rewriting the softdevice, the BLE control pin must be set to Low at
startup in DFU mode. The BLE control pins of each Bluetooth low energy Application
Embedded Module are as follows.

Module BLE Control Pin

EC2820MA2 P0.28
ES2820MA?2 P0.04
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5 How to update by DFU
5.1 Writing via UART
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For DFU via UART, a PC or external MCU is used for writing.

Note: In the DFU, the write process (UART/OTA) that started the operation first is
executed and cannot be changed until the process is completed.

The UART Pin assignments and communication parameter for each module are as

follows.

Table: UART Pin Assignment of Modules

Module RX TX

EB2840MA2 P0.08 P0.06
EJ2840MA2 P0.08 P0.06
EC2820MA2 P0.04 P0.05
ES2820MA2 P0.08 P0.06

Table: UART Communication Parameter

Module Baud rate Data
EB2840MA2 115200 8bit
EJ2840MA2 115200 8bit
EC2820MA2 115200 8bit
ES2820MA2 115200 8bit

KAGA FEI Co., Ltd.

Parity

None
None
None
None

CTS

P0.07
P0.07
P0.06
P0.07

RTS
P0.05
P0.05
P0.07
P0.05
Stop HW flow control
1bit enable
1bit enable
1bit enable
1bit enable

16-Feb.2023 Rev 1.0
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5.1.1 Writing by PC

The following is the procedure for executing the nrfutil command to write firmware to the
module.

1. Starting up DFU mode

- Start the module in DFU mode with reference to chapter 3.2/4.2.

2. Writing firmware

-On the command line, use nrfutil and enter the following command.

nrfutil dfu serial -pkg dfu_file.zip -p PORT

dfu_file.zip is specified the zip file containing the firmware update file, and PORT is
specified the COM Port to which the module is connected.

When the command is executed, a progress bar is displayed and the update result is
shown when the update is completed.

Note:After completing DFU, release the DFU pins to avoid entering DFU mode again.

[Example of Execution Screen]

Bl EEE IvyFFovit

KAGA FEI Co., Ltd. 16-Feb.2023 Rev 1.0 10/21

Copyright 2023 KAGA FEI Co., Ltd.



A\
Y4 KAGA F€l

5.1.2 Writing by external MCU
When writing via UART using an external MCU, the external MCU must be controlled to
become the DFU Controller and send and receive messages to perform DFU.

The message information, control method, sequence, etc. are described in detail at the
following URL. Be sure to refer to the URL when writing via UART using an external MCU.

Note : Please refer to Chapter 3.2/4.2 for details on how to start DFU mode.

URL: https://infocenter.nordicsemi.com/topic/sdk nrf5 v17.1.0/lib dfu transport.html

URL:
https://infocenter.nordicsemi.com/topic/sdk nrf5 v17.1.0/lib dfu transport serial.html
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5.2 Writing via OTA (Over The Air)
The procedure for writing firmware to the module via OTA is described below.

Note: In the DFU, the write process (UART/OTA) that started the operation first is
executed and cannot be changed until the process is completed.

As a common feature, the device name used for advertising in DFU mode is "KFSAB-
DFU". Connect to "KFSAB-DFU" from any of the following applications and follow the
instructions to execute DFU.

5.2.1 Writing by nRF Connect for Desktop

In order to perform DFU via OTA using a PC, "nRF Connect for Desktop" must be installed
beforehand. Following is the download link.

URL: nRF Connect for Desktop - Downloads - nordicsemi.com

In addition, when writing with nRF Connect for Desktop, the opposite device will only work
with the supported devices provided by Nordic. Supported devices are as follows.

Supported devices

PCA10056 nRF52840 Development Kit
PCA10040 nRF52 Development Kit
PCA10059 nRF52840 Dongle
PCA10028 nRF51 Development Kit
PCA10031 nRF51 Dongle

 — — "/ —————————
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[Writing procedure]
1. Start up DFU mode

- Start the module in DFU mode with reference to chapter 3.2/4.2.

2. Connect the support device provided by Nordic to PC, start nRF Connect for Desktop,
and start "Bluetooth Low Energy"” (If you use Bluetooth Low Energy for the first time,
please do "Install").

nRF Connect for Desktop v3.12.0 — O *

APPS SETTINGS ABOUT

= Filter Search... Update all apps

g Bluetooth Low Energy

General tool for development and testing with Update m -
Bluetooth Low Energy

3. Select the support device to be used from "SELECT DEVICE" in the upper left corner,
and execute "Start scan" to connect with "KFSAB-DFU".

e nRF Connect for Desktop Bluetooth Low Energy Standalone v4.0.0 - [m} x

§2 MRFS2DK A CONNECTIONMAP  SERVERSETUR  ASOUT |

Discovered devices

» Start scan o Clear E nRFSx o
L4 DA123F3IFABB3
+ Options

KFSAB-DFU -83dBm .,
D7:28:82:62:TEE3 » Generic Access KFSAB-DFU [@] e
708:82-62TE-E3
\ Details D7-28:82:62.7E:E
Generic Attribute
<Unknown name:> 74 dBm ¥ Generic Access
T4:45.95FB:03:67
» Details ¥ Generic Attribute
<Unknown name> -63 dBm .1
1ASA06ETDE68 ¥ Secure DFU Service
+ Details
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4. Left-click on the "Start Secure DFU" buttonl@) next to Peripheral, select the zip file
containing the firmware update file, and left-click on the "Start DFU" to begin writing.

nergy Standalone v4.0.0 - O X

0 nRF Connect for Desktop Bluetooth Low E

Device Firmware Upgrade (DFU) for device D7:2B:82:62:7E:E3

Zip file C:\work\develop\nRF528201\20221006_nRF52820_tysab_release\dfu_test\dfu_file.zip Choose

Package info application:
bin_file: "tysab-lite-application EYSRCN_@14.bin"
dat_file: "tysab-lite-application EYSRCN_@14.dat"

Close

5. Left-click on the "close" after writing is complete.

e nRF Connect for Desktop Bluetooth Low Energy Standalone v4.0.0

- O

Device Firmware Upgrade (DFU) for device D7:2B:82:62:7E:E3

Zip file C:\work\develop\nRF528201\20221006_nRF52820_tysab_release\dfu_test\dfu_file.zip

Package info application:
bin_file: “tysab-lite-application_EYSRCN_@14.bin"
dat_file: "tysab-lite-application_EYSRCN_@14.dat"

Completed

Progress

KAGA FEI Co., Ltd. 16-Feb.2023 Rev 1.0 14/21
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5.2.2 Writing by nRF Connect (smartphone app)
To perform DFU via OTA using a smartphone, "nRF Connect for Mobile" must be installed
in advance. nRF Connect for Mobile can be installed from Google store/App store, etc.

In case of iIOS

[Writing procedure]

1. Add the zip file containing the firmware update file to the iPhone or the other device
you plan to use, using file sharing function of iTunes app, etc.
“« p » - = = (cex

JrLR REE BV IXRO-WO FATMMA  ALTH

i
el
H
53]

_ - LT mappTH. iPhonek 2D IVE1-FEOETSEEGE TEET. -
SO App nRF Connect®&4H

ﬂﬂ; o ﬂ | dfu_filezip 72 KB 2022/10/11 14:22
E: Clips

7 33-9v7

E h-t- ' '\(.’ GarageBand

O FL¥

iEn

4
ot

- iMovie
@ =
A PR l— 'Keynote

BanTIAE
1 33-9v7 ® KFEI Sensorkit
H u-t- p—
O FLEgE NRF Connect
am Juy
K #-F4xTw7 nRF Toolbox
A =%
| MNumbers
a0 A 42.42 GB GE BT
]
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2. Start up DFU mode
- Start the module in DFU mode with reference to chapter 3.2/4.2.

3. Open nRF Connect for Mobile and connect to "KFSAB-DFU".

Close Ad..| Cli. Se.. Log DFU Disconnect

_50 PNy o g2

-100

[} 1s 2 S 25 55 6s 7s
® RS (dBm)

KFSAB-DFU
Connectable: Yes

Device Type: NordicDFU
Services: Secure DFU Service
DFU: Yes (Nordic)

27.44 ms

¥ QOldest to Newest
27.45ms
17:43:48 -63 dBm
63.14 ms
17:43:48 -73 dBm

KFSAB-DFU
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4. Open the "DFU" tab at the top of the screen and select the zip file containing the
firmware update file.

Close Ad.. Cli.. Se..| Log DFU| Disconnect

- dfu_file.zip 72 KB

Open Document Picker

Step 3: Package Selection

KFSAB-DFU

Connected

5. Tap "Start" at the bottom of the screen to begin writing.

64%(# )

Close Ad.. Cli.. Se.. Log DFU| Disconnect

DFU

File Name: dfu_file.zip
Parts: 1

Size: 71 KB

Soft Device Size: Zero KB
Bootloader Size: Zero KB

Progress

KFSAB-DFU

Connected
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6. After writing is complete, the connection is disconnected.

all au & @ 17:45 64%(% )

Close Adv.. Clie.. Ser.. Log DFU Connect

Please connect to this device to confirm
its DFU status.

KFSAB-DFU
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In case of Android
[Writing procedure]

1. Save the zip file containing the firmware update file to any directory in the Android
device you plan to use in advance.
2. Start up DFU mode

- Start the module in DFU mode with reference to chapter 3.2/4.2.

3. Open nRF Connect for Mobile and connect to "KFSAB-DFU".

610 5 0 B ¢ Fal @65%

ESN- DISCONNECT ()

KFSAB-DFU X

ER BONDED ADVERTISER D7-28:82 62 7EE3

CONNECTED
NOT BONDED

CLIENT SERVER

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Secure DFU Service
UUID: OxFES9
PRIMARY SERVICE

[+
Macros .

Tutorial
3items
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4. Tap the DFU button at the top of the screen, select "Distribution packet (ZIP)" in the
"Select file type" field, and tap "OK".

#F 4l B65%

Select file type

@® Distribution packet (ZIP)

O  Soft Device
O Bootloader
O Application

INFO CANCEL 0K
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5. Tap the zip file saved in the directory to start writing.
Note:After the write is complete, it will be reconnected if the DFU Pin has not been
released.

610 5 8 BH 9 - Fral G66%

Q

dovO—R
n app_dfu_packag...

H dfu_file.zip
145KB 108310 71.83 KB 108118

B 2022091515290

B 202209151513(

Company names, product hames, etc. described in the text are registered trademarks or
trademarks of the respective companies. TM, (R) mark, etc. are not specified in the text.
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